v (yber Security NEWSLETTER

Social Engineering

Social engineering involves manipulating people into divulg-
ing confidential information or performing actions that may
compromise security. It can take many forms, such as phish-
ing emails, fake websites, and phone scams. The consequenc-
es of falling victim to these attacks can be devastating, includ-
ing financial loss, identity theft, and reputational damage. It is
a technique cybercriminals use to trick individuals into giving
away sensitive information or performing actions that may
compromise security. It relies on psychological manipulation
rather than technical exploits. Some common tactics used by
cybercriminals include Phishing, Pretexting, Baiting, Tailgat-

ing and Impersonation.
Preventing Social Engineering Attacks

It is important to be cautious of unsolicited emails and calls,
especially those that request personal information or require
immediate action. Verify requests through a trusted source
before taking any action. Educate yourself and your employ-
ees about cybersecurity risks and best practices, such as using
strong passwords, keeping software up-to-date, and being
cautious of suspicious activity.

Develop a healthy skepticism towards unsolicited requests,
especially those involving sensitive information. Verify the
request's legitimacy by contacting the supposed sender
through a trusted channel. Be cautious about sharing personal
or sensitive information online and offline. Limit the personal
information you share on social media platforms, and be

mindful of what you post publicly.
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Common Attacker Tactics

P hishing: Imagine you receive an email that claims to be
S )
from a bank or financial institution, a social media platform,
or a government agency. The emails may contain urgent
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messages, such as a security breach or account suspension,

that prompt the recipient to act immediately by clicking on
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a link or downloading an attachment.

Pretexting: Pretend you receive a call from someone
claiming to be from a reputable organization or authority
figure. They might fabricate a scenario, like needing your
personal information for a survey or to resolve a problem.
In reality, they are trying to extract confidential details from

you.

Baiting: Picture finding a USB drive or a CD left inten-
tionally in a public place, like a coffee shop or parking lot.
The device may be labeled with verbiage that is tempting,
such as "Confidential Employee Salary Information." Curi-
osity might lead you to insert it into your computer, un-
knowingly infecting your system with malware or giving

unauthorized access to the attacker.

Tailgating: Imagine a scenario where you enter a building
using your access card, and someone you don't recognize
asks to come in behind you, claiming they forgot their card.
If you let them in without verifying their identity, you may

unintentionally grant access to unauthorized individuals.

Impersonation: Think of someone posing as a coworker,
friend, family or an institutional support representative.
They might use this deception to gain your trust and con-
vince you to share sensitive information or perform actions

that could compromise your security.
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